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Listing and Amendment 1 0 the Claims 



This listing of claims will replace all prior ver5iions, anc listings, of claims in the application 



I. (Currently Amended) A method for verifying 
receiving protected content is authorized to communicate 
that is capable of descrambling the protected content 

receiving at said source device an approval code; 
devices , the approval code being determined using 



that a source device that is capable of 
the protected content to a sink device 

cc|jiiprisiT\g: 

associated with said source and sink 
idenltifiers uniquely associated with said 



source and sink devices : 

derermining, in said source device, a local code 
and sink devices , the local code being determined usint . 



using data associated with said source 
data from said sink device and a source 



identifier prestored in said source device : and 

comparing, in said source device, at least a porti 
portion of said local code, verifying that the sink devic« i 
content from said source device in response to the comparison, 
protected content to the sink device in response to the 



2. (Currently Amended) The method according 
and local code are determined based on a hash calculation \ 



to claim 1, wherein said approval code k 
I using idontifiors uniquely associated 
with said s ourc e and pink dovioos and whoroin said lociil cod e i s d e t e rmin e d based on a hash 



oftleulation using data from said sink dovico and q Qourcfo idontifior prostorod in - said source 
dev4ee. 



3. (Original) The method according to claim 2, 
source device for determining said local code is not pul^I 
associated with said sink device for determining said 



4. (Original) The method of Claim 2. wherein 
identification codes accessible to a user, and wherein sj 
hash calculation is a public key. 
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on of said approval code to at least a 
is authorized to receive the protected 

, and providing access to the 
rifying step. 



vei 



vherein said data associated with said 
ic information and wherein said data 
code is public information. 



local 



identifiers are serial numbers or other 
id daia from said sink device used in said 
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5. (Currently aruended) A method for verifying 
receiving protected content is authorized to communicake 
i^s capable of descrambling the protected content coniprivsing: 

providing oubotantially unique identifiers associ 
a validation authority 

receivin g, by a user, from said validation authoitty 
Ussing data corresponding to said identifier s, said user pjoviding 
device : 



that a source device that is capable of 
protected content to a sink device that 
ng: 

ited with said source and sink devices to 

an approval code, said approval code 
iding said approval code to said source 



determining, in said source device, a local code 
source and sink devices, and 

comparing at least a portion of said approval cO(lle 
verifying that the sink device is authorized to receive th^ 
device in response to the comparison, and providing access 
device in response to the verifying step. 



ising said data associated with said 



6. Cancelled. 



7. (Currently Amended) The method of Claim 5 
identifiers are provided to said validation authority by skid user. 



8. (Original) The method of Claim 5, wherein ; 
an access device and a media player and wherein said ! 



9. (Original) The method of Claim 5, wherein said data associated with said source 
device is secured so as not to be readily ascertainable by said user. 
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to at least a portion of said local code, 
protected content from the source 
to the protected content to the sink 



wherein said substantial ly unique 



ssjid source device is selected from one of 
silnk device is a digital television. 



10. (Original) The method of Claim 5, wherein s 
sink devices comprises a unique identification indicative 
encryption key associated with said sink device. 
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aid data associated with said source and 
of said source device and a public 
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1 1 . (Original) The method of Claim 1 0, whereif i 
said source device is secured from a user of .said source 



12. (Currently Amended) The method of Claim 
communicating whether said source device is authorize d 
device to a user, and intontionolly delaying communic4ting 
approval code and local code arc consistent. 



1 3. (Currently amended) A method for verifyin 
receive protected content and for selecting at least one 
used to access protected content, said method comprisilng 

receiving at a first device a plurality of security keys 

receiving said identifier at said first device to b 5 
device, said identifier being associated with said seconi 

comparing said identifier with said plurality of security 
second device is authorized to receive said protected c^hntent 
selecting one of said plurality of security keys associatbd 
device , wherein said plurality of security kevs are indexed 



thai a selected device is authorized to 
security key and at least one identifier 



the index of sa id select kev in the table of kevs and a n ^sult of a hash function of said identifier; 



and, 



providing said content to said second device 
key in response to verifying that said second device is 
content. 



14. (Original) The method according to claim 
identification indicative of said second device for 



15. (Original) The method according to claim 
identifier associated with said second device using sai(^ 

16. Cancelled. 
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said unique identification indicative of 
device. 



1, further comprising said source device 
to provide said content to said sink 
whether or not said compared 



associated with said content; 
used to provide said content to a second 
device; 

keys and verifying that said 
in response to the comparison, and 
with said identifier using said first 
in a table of kevs and said identifier is 



using said first device and selected security 
luthorized lo receive said protected 



3, comprising providing a serial 

said content to a validation authority. 



acce Easing 



4, further comprising determining an 
serial identification. 
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17. (Currently amended) A method for verifyin j 
associated substantially unique identifier and serial nutiiber 
sub s tantially unique key and .serial number should have; 
authority, wherein said unique identifier is secured by 
comprising: 

providing said serial numbers to said validation 
said validation authority determining said subfl t intiolly 



numbers; and, if said access to said content is authorize d, 

said validation authority determining an authorization 
unique identifier, said validation authority providing sdid 



identification to a user, and said user providing said aui horization identification to said source 



device. 



said source device determining a local identifiei* using said substantially unique identifier; 



and. 



verifying said source device and sink device ar< 
said authorization identifier and local identifier corresppnd 
to the protected content to the sink device in response tip 



18. Cancelled. 

19. (Currently amended) A method for verifyin j that a set top box is authorized to 
communicate protected content to a digital television D>mprising: 

receiving at said set top box [[an]] a user cntere i aj 
top box and said digital television , said user receiving the i 
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that a source device, having an 
and a sink device having a 
access to content by using a validation 
user of said source device, said method 



authority; 

unique idcntltier using said serial 



identifier using said oubstantially 
at least portion of said authorization 



authorized to have access to content if 

to one another, and providing access 
the verifying step. 



authoritv. the approval code being determined using idmtifiers associated with the set too box 



and the digital television: 

determining, in said set top box, a local code us 
and said digital television; and 

comparing at least a portion of said approval 
verifying that said digital television is authorized to 



ing data associated with said set top box 
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approval code associated with said set 
a pproval code from a validation 



code 



receive 



to at least a portion of said local code, 
said protected content from said set 
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top box iti response to the comparison, and providing 
digital television in response to the verifying step. 



20. (Original) The method of claim 19. whcrciji 
respective serial numbers of the set top box and the 
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a::cess to the protected content to the 



digital 



/in 5 



. digit il 



21 . (Currently amended) A method for verifyi 
authorized to communicate protected content to a < 

receiving at said digital video recorder [[an]] 
with digital video recorder and said digital television, s aid user receiving the approval code from 
a validation authority, the approval code being determined using identifiers associated with the 



that a digital video recorder is 
television comprising: 
Aser entered approval code associated 



digital video recorder and the digital television ; 

determining, in said digital video recorder, a loj^al code using data associated with said 
digital video recorder and said digital television; and 

comparing at Iea$t a portion of said approval cqde 
verifying that said digital television is authorized lo redeive 
digital video recorder in response to the comparison, aid 
content to the digital television in response to the verifying 



22. (Original) The method of claim 21, whereir; 
respective serial numbers of the digital video recoixler 
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the approval code is generated using the 
television. 



to at least a portion of said local code, 

said protected content from said 
providing access to the protected 
step. 



the approval code is generated using the 
ind the digital television. 



